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1. Discussion
The Solution #1 for Trusted Non-3GPP Access (see clause 7.1 of TR 23.716) considers three different options for "NAS and User Plane transport" between the UE and the TNGF:

-
Option 1: IKEv2 and IPsec with NULL encryption.

-
Option 2: NWt protocol between the UE and TNGF.

-
Option 3: IP protocol between the UE and TNGF (or "IP-in-IP tunnelling with no connection establishment protocol").

This changes below specify a solution for Option 2, where a new, 3GPP-defined protocol is implemented between the UE and TNGF, called "NWt protocol".  
* * * Start of Changes * * * 

7.1.3.4.3
Option 2: NWt protocol between UE and TNGF











7.1.3.4.3.1
General

This clause specifies a layer-2 solution that is based on a new protocol between the UE and TNGF, called "NWt protocol". As explained below, the NWt protocol is primarily used to:

-
Setup an NWt CP connection between the UE and TNGF. This connection carries NWt packets that encapsulate NAS messages, and is assigned a specific VLAN ID.

-
Setup one or more NWt UP connections between the UE and TNGF. Each such connection carries NWt packet that encapsulate PDU session data for one or more QoS flows. Each NWt UP connection is also assigned a specific VLAN ID.

The VLAN ID provides an identity of a NWt connection and can be considered similar to a RAB ID.

The NWt protocol operates above Ethernet/802.11, hence, there is no need for layer-3 connectivity between the UE and the TNGF (as in Option 1 and Option 3). Consequently, there is no need for layer-3 security association between the UE and the TNGF. A layer-2 security association is only needed.
7.1.3.4.3.2
Protocol Architecture

The protocol architecture is shown in Fig. 7.1.3.4.3.2-1. 

The UE encapsulates PDU session data and NAS messages into NWt packets, which are further encapsulated into Ethernet/802.11 frames, each one tagged with a new EtherType (e.g. EtherType=5G_NWt) and with a VLAN ID (VID). 

The TNAP forwards to TNGF all frames received from the UE with EtherType=5G_NWt (or with EtherType=802.1X, during the EAP-based authentication). There might be multiple point-to-point connections between the TNAP and TNGF, each one associated with a specific VLAN ID and with certain QoS parameters (e.g. a certain DSCP value). For example, one point-to-point connection might be used to carry NWt packets that contain NAS messages, and another point-to-point connection might be used to carry NWt packets that contain data for a specific PDU session and QoS flow. The TNAP uses the VLAN ID in a received frame from the UE to select the point-to-point connection that should be used to forward the frame to TNGF. 

Frames that do not contain EtherType=5G_NWt or EtherType=802.1X are not forwarded to TNGF. Thus, non-seamless offload traffic is handled by the TNAP with existing procedures and is not sent to TNGF. The TNGF receives only the traffic (NAS messages and PDU session data) that goes through the 5GC.

The UE tags all Ethernet/802.11 frames that carry NAS messages with a specific VLAN ID. This VLAN ID is assigned by the TNGF when a new NWt CP connection is setup between the UE and TNGF (as shown in Fig. 7.1.3.4.3.3-1). Similarly, the UE tags all Ethernet/802.11 frames that carry PDU session data (for one or more QoS flows) with a specific VLAN ID. This VLAN ID is again assigned by the TNGF when a new NWt UP connection is setup between the UE and TNGF (as shown in Fig. 7.1.3.4.3.4-1). During the NWt UP connection setup, the TNGF indicates the QoS flows (one or more QFIs) that should be used over the NWt UP connection.

Between the UE and the TNAP, one or more access-specific connections may be established (if supported by the non-3GPP access technology), each one with different QoS, e.g. a different 802.11 Traffic Class (TC). When the UE transmits an Ethernet/802.11 frame tagged with a certain VLAN ID, it maps the VLAN ID to an access connection. The mapping between a VLAN ID and an access connection is created in the UE when an NWt CP/UP connection is established (see e.g. Fig. 7.1.3.4.3.4-1).
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Fig. 7.1.3.4.3.2-1

The type of connections that may exist between the various elements are schematically illustrated in Fig. 7.1.3.4.3.2-2. As shown in this figure, a dedicated point-to-point CP connection exists between the TNAN and TNGF for NAS transport and one or more UP connections exist between the TNAN and TNGF for every PDU session. Each of these connections is assigned a VLAN ID (VID), which is used by the TNAP for forwarding uplink traffic to TNGF. 
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Fig. 7.1.3.4.3.2-2
7.1.3.4.3.3
5GC Registration and NWt CP Connection Set
This clause describes how an NWt CP connection is established between the UE and TNGF, during the 5GC registration procedure. The NWt CP connection is created when the 5GC requests from TNGF to establish a UE context and provides the TNGF key (i.e. when the AMF sends message 10a).
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Fig. 7.1.3.4.3.3-1

1-11. The same steps as in the Registration procedure shown in Fig. 7.1.3.3-1. During these steps, the UE receives the MAC address of the TNGF. All subsequent NWt messages are sent by the UE to this MAC address.

12a. After security is established between the UE and TNAP, the TNAP initiates the establishment of a point-to-point CP connection with the TNGF. The TNGF assigns to this connection a VLAN Id (e.g. VLAN-0) and specific QoS parameters (e.g. a DSCP value). This point-to-point CP connection will transfer Ethernet frames tagged with VLAN-0 between the TNAP and TNGF, i.e. Ethernet frames that carry NAS messages.

12b. The TNGF sends an NWt Connection Setup Request message to UE. This message is encapsulated in an Ethernet frame tagged with VLAN-0, and indicates to UE that a new NWt CP connection with the TNGF is requested, which is assigned a certain VLAN Id and QoS parameters.

12c. The UE may reserve access-specific resources for the NWt CP connection based on the received QoS parameters.

12d. The UE responds with an NWt Connection Setup Response message.

13.
The TNGF sends an N2 Initial Context Setup Response informing the AMF that a UE context and a signalling connection with the UE have been created.

14. The TNGF receives a NAS Registration Accept message. It encapsulates it into an NWt DL NAS Transport message, which is further encapsulated into an Ethernet frame tagged with VLAN-0, EtherType=5G and destined to UE’s MAC address. This Ethernet frame is forwarded to TNAP via the established CP connection, which is associated with VLAN-0.
15. The TNAN may assign to UE (e.g. with DHCP) local IP configuration data, which can be used for non-seamless offload traffic. Note that the UE sends the non-seamless offload traffic with EtherType other than 5G, so this traffic is not forwarded to TNGF.
7.1.3.4.3.4
PDU Session Establishment and NWt UP Connection Setup
This clause specifies how one or more NWt UP connections are created between the UE and TNGF, during the establishment of a PDU session.
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Fig. 7.1.3.4.3.4-1

1.
Over the established NWt CP connection the UE sends to TNGF an NWt UL NAS Transport message, which encapsulates a NAS PDU Session Establishment Request. This NAS message is forwarded to AMF.

2.
The 5GC accepts the PDU session request and decides to use 2 QoS flows. Therefore, the NGAP message sent to TNGF includes 2 QFIs and the QoS parameters for each one (including 5QI, ARP, etc.).

3.
The TNGF decides to establish a dedicated NWt UP connection for each QoS flow. Here, each NWt UP connection is similar to a Data Radio Bearer, but, instead of being identified with a radio bearer id, it is identified with a VLAN Id. The TNGF assigns VLAN-1 to the NWt UP connection, it establishes a UP connection with the TNAP using the QoS params-1, and sends a NWt Establish UP Connection Request to UE via the established NWt CP connection. This request informs the UE a new NWt UP connection is established, which is associated with PDU session ID-1, QFI-1, QoS params-1 and VLAN-1. The UE may reserve access-specific resources for this NWt UP connections (based on QoS params-1) and responds to TNGF.

4.
Similarly to step 3, an NWt UP connection for the second QoS flow is established. This NWt UP connection is assigned VLAN-2.

5.
Over the established NWt CP connection, the TNGF sends to UE an NWt DL NAS Transport message, which encapsulates the NAS PDU Session Establishment Accept (received in step 2).

6.
The TNGF informs the AMF that the necessary access resources for the PDU session have been setup.
7.1.3.4.3.5
User-Plane Operation

The following two figures illustrate how a NAS message is forwarded from UE to AMF, and how PDU session data is forwarded from UE to UPF, respectively. Similar operation is carried out in the opposite direction.
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Fig. 7.1.3.4.3.5-1
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Fig. 7.1.3.4.3.5-2

* * * End of Changes * * * 
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